ITPAKA3 Ne 3-I1Tn
110 000c0o0IeHHOMY ITOAPa3/IeeHHI0 00MEeCTBA ¢ OTPaHHYeHHOH 0TBETCTBEHHOCTBIO «JIledeGHo-
AHATHOCTHIECKHI HeHTp MeKayHapoxHoro HHCTHTYTa OMOJIOTHYECKHX CHCTEM MMEHH Cepresn
Bepe3una»

r. Opck « 57)&%@&% 2024 r.

06 omsemcmeennom 3a obecneyenue
besonacrnocmu nepconanvrbx danHwvix
8 UHPOPMAYUOHHBIX CUCTIEMAX
NePCOHANbHBIX OAHHBIX

OIl OO0 «JII] MHFCy ¢ 2. Opcke

B uemax BemonHenus TpeGosammit DenepanbHOro 3akoHa oT 27 moms 2006 . No 152-@3
«O MepCOHANBHBIX  JAHHBIXY,  MOCTAHOBJICHHS [IpaButensctBa  Poccumiickoit Qenepanyn
oT 1 HOoA6ps 2012 1. Ne 1119 «O6 YTBEPXICHUH TPeOOBaHMH K 3aIuTe IEpPCOHAILHBIX TAHHBIX IIPH UX
06paboTke B MHGOPMAIMOHHEIX CHCTEMax TICPCOHANbHBIX JAHHBIX» H B LEIAX OOECIEYEHHs yPOBHS
SaIlMIICHHOCTH  [IEPCOHANBHBIX JAHHBIX IPH HX 06paloTKe B HHQOPMAIMOHHBIX CHCTEMAX
IIEPCOHANIBHBIX NaHHBIX, OIPENCIEHHOTO B OTIENbHBIX JIOKATbHEIX HOpMaTHBHBIX akTax OIT OO0 «JIML]
MUBC» B r. Opcke. '

ITPUKA3BIBAIO:

Ls YrBepmuth MHCIpyKUumio o 06ecredeHHI0 Ge30macHOCTH NIEPCOHANIBHBIX JTaHHLIX B
MH(QOPMAIIMOHHBIX CHCTEMAX MEPCOHAIBHBX HanubX OI1 000 «JIALl MUBC» cornacuo Ipunosxennto
° | K HacTOAIIEMy MpHKa3y.
2 Hasnaunts  mupektopa  060coGreHHOrO nmompasnencuus  PaxmmoBa  Penarta
KamuiaoBM4a  OTBETCTBEHHBIM 3a  obecIeueHue 0e30macHOCTH  IepCOHANBHBIX NAHHBIX B
MH(QOPMaIMOHHBIX CHCTEMAaX IIEPCOHAIBHBIX NaHHEX OI1 000 «JIOLT MUBCy» B 1. Opcke.

S KOHTpOJ'IB 3a HCIIOJIHCHHUEM HAaCTOSIIEr0 IIpUKa3a OCTaBJIAO 3a COOOIL,

Hupexrop OIT OO0 «JIJLI MUBC» B T. Opcke
Paxumos P.OK.




YTBEPXJAIO

HOJIO}IQEH : i
110 OPraHU3aNUH U NPOBEJeHHI0 PadoT Mo oﬁecneqenmo 6e30nacH0cTn IIepCOHaJILHbIX AAHHBIX
npu ux 06padoTke B HHGPOPMALHOHHBIX CHCTEMAX NEPCOHATIbHbIX nannbix OIL 000 «JIAIT
MMUBC» B 1. Opcke
O0mue moJI0KeHH

1.1. Hacrosmee IlooXeHHe IO OpraHW3alMK ¥ IPOBEJCHHIO paboT II0 oGecnequHIo
6e30MaCHOCTH IEPCOHANBHEIX TAHHBIX IIPU X 00paboTke B HHPOPMAIMOHHBIX CHCTEMAX MEPCOHATBHBIX
namEEx OIT 000 «JIOLl MUBC» B 1. Opcke (manee — ITonoxenne) paspaboTaHO B COOTBETCTBUU €
OenepadbHEIM  3aKkoHOM 0T 27 mroms 2006 1. Ne 149-@3 «O6 nrdpopmanuy, HHOOPMAIMOHHBIX
TEXHONOTHSX ¥ O 3ammre wnHpOpManmm», DenepanbHbM 3akoHOM OT 27 mrons 2006 T. Ne 152-@3
«O mepcoHANbHEIX ~ [@HHBIX»,  IOCTaHOBJeHHWeM  IIpaBHTENBCTBA Poccuiickoit ~ Denepanuu
ot 15 centsaOps 2008 1. Ne 687  «O6 yrBepkaenun llomoxeHHs 00 0COOEHHOCTSX 00pabOTKH
TEpCOHANBHBIX  JAHHBIX, ~OCYINECTBIIeMON ~0e3  HCIONB3OBAHMA  CPEACTB  aBTOMATH3AIMMY,
mocTaHoBieHWeM  IlpaBmrenbcTBa  Poccmifckol — ®emepamuu  oT 1 HOs6psa 2012 1. Ne 1119
«O6 yTBepKIeHAH TPeOOBaHMM K 3aUTe INEPCOHANBHBIX JIAHHBIX IPH KX o0paboTke B
MHOOPMAIMOHHBIK CHCTEMaX IEPCOHANBHEIX [AaHHBIX», MPHKa30M ®enepanpHOi  CIyKOBI 110
TEXHUUYECKOMY M SKCIIOpTHOMY KOHTpommo oT 18 deppamt 2013 r. Ne 21 «OG6 yreepxnenun CocraBa U
COIEpYKAHMS OPTaHM3aLMOHHEIX H TEXHHYECKMX Mep IO 00eCIEeUEHMIO 0€30IIaCHOCTH NEPCOHAIBHBIX
IAHHBIX OPH UX 00paboTKe B HHPOPMAIMOHHBIX CHCTeMaX IE€PCOHAIBHBIX HAHHBIX. :

1.2. Ilemp paspaboTke HacToAmero IIomoxkeHHs — YCTaHOBICHHC IOpsAKa OpPraHM3allid U
npoBefeHus paboT IO oOecledeHHo Oe30ImacHOCTH MEPCOHANBHBIX MaHHBIX (mamee — II[IH) B
MHQOPMAIMOHHBIX CHCTEMaX IIEPCOHANBHBIX NAHHBIX (Hanmee — HWCIIOx) OIT OO0 «JIAI] MUBC» B T.
Opcke (naee — KoMIanus) Ha MPOTSHKCHUH BCETO KM3HEHHOTO KA NCIIas.

2. TEPMHWHBI 1 OIIPEJEJIEHV

2.1. B mactosmeM [10/10KeHHH HCIOIB3YIOTCS CIEAYIOINE TCPMUHEI K HX OIIPEACIICHIUA.

HndopManuoHHasi CHCTEMA IEPCOHAILHbIX JAHHBIX — COBOKYITHOCTD COICPXKAIIMXCA B 6azax
JAHHBIX [EPCOHATBHBIX NAHHBIX M 00CSCTIEUMBAIONUX X 0OpaGOTKY HHGOPMALMOHHBIX TEXHOJIOTHH U
TEXHUYECKUX CPEICTB. '

KoH}HIeHIHATLHOCTH HEePCOHATBHBIX TAHHbIX — 0053aTeNbHOE LT COOJIIOZICHHS OIIEPATOPOM
VTH WHBIM TOJYYMBIIAM JOCTYN K TEPCOHATIBHBIM JaHHBIM JHLOM TpeOOBaHHE HE JONMyCKaTb HX
pacmpocTpanenre 6e3 cornmacus CyObekTa MEpCOHANBHEIX JAHHBIX WM HAIAIHA MHOTO 3aKOHHOTO
OCHOBAHH, €CJIM HHOE HE PeTyCMOTPEeHO (eaepaibHbIM 3aKOHOM. '

MeskceTeBoi 3KpaH — JOKATbHOE (OJHOKOMIIOHEHTHOE) MM (yHKIIHOHATHHO-PACTIPENCICHHOS
TIpOrpaMMHOe  (IIPOrPaMMHO-AIIIAPATHOE)  CPENCTBO (KOMILIEKC), peamusyiolmee KOHTPOIb 32
pHbOpMAlHel, MOCTyNaomel B HHOOPMAIMOHHYIO CHCTEMY II€PCOHANBHBIX IAHHBIX H (nm)
BBEIXOZAIIEH 13 HHPOPMAIIMOHHOM CHCTEMBI.

HecaHKIMOHHPOBAHHBINA JOCTYN (HECAHKIHOHHPOBAHHBIE AgeiicTBHsI) — JOCTYyIl K
WHpOpMAaNUY WM IedcTBHA ¢ HH(bOpMalMed, Hapylarollie MpaBuia pPasTpaHMICHHA J0CTyIa C



JICIIOJIb30BAHMEM IITATHBIX CPEJICTB, IPENOCTaBIIEMbIX rHGOPMAIMOHHBIMHA CHCTEMaMH [IEPCOHAIBHBIX
TAHHBIX.

OGpaboTka NepCOHAILHBIX MAHHBIX — nefictBus (omepaiu) € HEPCOHATBHBIME JaHHBIMH,
BKUTIOUAs OO, 3aMKCh, CHCTEMATH3AIIIO, HAKOIUICHHS, XpaHeHue, yrodnenue (0OHOBICHHE, U3MEHEHHeE),
J3BJICYCHHE, MCIONB30BAHNE, epesady (pacrpoCTpareHue, IIpeNOCTaBICHHE, TOCTYI), GIIOKMPOBAHHE,
yIaneHue, yHUITOXKCHHE IEPCOHATBHBIX JIAHHBIX.

OmnepaTop — FOCYAapCTBEHHBIH Opra, MyHHIMTAIBHEI OPraH, IOPAHIeCKOe Ml duzrgecKoe
JIAI0, CAMOCTOSTENBHO MIIA COBMECTHO C NIPyrHMH JIMIAME OPTraHM3yoIue ¥ (¥iK) OCYIICCTBITIOMINS
06paboTKy HepCOHATBHBIX J@HHBIX, 8 TaKXKe OIpeAesromue eI 06paboTKH NMEPCOHANBHBIX NaHHbIX,
COCTAB IIEPCOHAIBHBIX NAHHBIX, MOMICHKAIMHX 06paboTKe, ACHCTBHA (omepanun), COBEpIIACMBIC C
IIepCOHANBHBIMHA JTAHHBIMH. :

TexHuuecKHe CpeacTBa AH(OPMAIMOHHOH CHCTEMbI HepCcoHANBHBIX AAHHBIX — CPCICTBA
BLIUKCIIATEIBHON TEXHUKH, HH(bOPMAIHOHHO-BbIIHCITUTCIIBHEIC KOMILJIEKCHI A CETH, CPEICTBA U CHCTCMBI
mepenadyd, IpueMa H o6pabotku I1[la (cpercTBa H CHUCTEMBl 3BYKO3aIIUCH, 3BYKOYCHIJICHHA,
3BYKOBOCIIPOH3BEIICHUsI, TEPETOBOPHBIC H TeIeBU3MOHHBIE YCTPOWCTBA, CPENCTBA M3TOTOBJICHI,
THPXKUPOBAHKA JOKYMEHTOB M JPYIHe TeXHHUEeCKHe CpencTsa 00paboTKH pedeBoi, rpaduuecKon,
BHIEO- W OYKBEHHO-IU(POBOK urdOpMAIMH), MTPOrPaAMMHBIC CPEACTEA (omepanoOHHbIE CHCTEMEL
CHCTeMBI yIpaBiieHus 6a3aMu JaHHBIX U T.II.), CPEACTBA 3alIUThL HHPOPMAITHH).

IlepconaibHble AAHHBIE — mobas  wHGOpMAIHs, OTHOCAIA’CH X MpPIMO WIX KOCBEHHO
oTpe/ie/ICHHOMY WIIH ONPENCIICMOMY (usraecKoMy JHUILY (cyOBeKTy IepcOHaNbHbBIX JIAHHBIX).

Toib30BaTeb HHGOPMANMOHHON CHCTEMBI HepCcoHAJbHBIX JAHHBIX — JIHIIO, y9acTBYIOIIEE B
(QyHKITMOHHPOBAHHH HHQOPMAIOHHOR ~ CHCTEMBL IIepCOHANBHBIX ~[AHHBIX HIH UCIIOJb3YIOIee
pe3ymbTaTs! € GyHKIMOHUPOBAHMA.

Pecypc nH(pOPMAIHOHHOM CHCTEMbI — JIMEHOBAHHBIA JIEMEHT CHCTEMHOTO, TIPHKIATHOTO 158)051
ammapaTHoOro 00eCcleueHHsI (byHKuHOHHpOBaHHﬂ nH(OPMAIIMOHHOH CHCTEMBL

CpencrBa BBLIYHCINTEIbHOM TEXHHKM — COBOKYIHOCTD IPOTpaMMHBIX M TEXHIIGCKHX
57IEMEHTOB CHCTEM 00paboTKM NaHHBIX, Ccr10cOGHBIX (YHKIMOHHPOBATH CaMOCTOSTENBHO WK B COCTaBe
IPYTHX CUCTEM. . :

Yrposbl (e30MacHOCTH MePCOHATLHBIX [AAHHBIX — COBOKYIHOCTb yenoBuii ¥ (aKTopos,
CO3MAIOMMX ONACHOCTH HECAHKIMOHUPOBAHHOIO, B TOM GHCe CIIydaifHOro, HOCTyna K IEepCOHATbHBIM
JAHHBIM, PE3y/IbTaTOM KOTOPOTr0 MOXET CTATh YHAYTOXEHHUE, H3MEHEHHE, 6IOKMpOBaHKE, KONUPOBAHUC,
PACIIPOCTpAHEHHE MEPCOHANBHBIX JIAHHBIX, a TaKKe WHBIX HECAaHKIIMOHHPOBAHHBIX neficTBH IpH HX
00paboTKe B uH(OPMAIHOHHOM CHCTEME IIEPCOHATBHBIX JAHHBIX.

VHHIYTOKeHHE IEePCOHAJIBHBIX MAaHHBIX — NelicTBHS, B pe3yjbTaTe KOTOPhIX CTaHOBHUTCSA
HEBO3MOJKHBIM BOCCTAHOBHUTH COZCPXKAHHMC [IepCOHANBHEIX JAHHBIX B HH(GOPMAIOHHON CHCTEME
IepCOHANBHBIX [aHHBIX U (wim) B pesynbIare KOTOPBIX VHMYTOXAIOTCS MaTeprajbHbIC HOCHTEIHN
IIepCOHANBHBIX JAHHBIX.

VpoBeHb  3aMUAINEHHOCTH MNepCOHANBHBIX ~ AAHHBIX  — KOMIUIEKCHBI ~ II0Ka3aTelb,
XapaKTePHU3YIOLIHH Tpe6oBaHuUs, HCIONTHCHAE KOTOPBIX ofecreurBaeT HEMTpaIH3alliio ONPEACTICHHBIX
yrpo3 6e30macHOCTH MEPCOHATBHBIX JAHHBIX IIpA HX 00paboTKe B pH(QOPMAIMOHHBIX CHCTEMAX
IIEpCOHANBHBIX JaHHBIX.

Vreuka (3ammumaemoii) HHpopManud Mo TexHMYeCKHM KaHAIaM — HEKOHTPOJIMPYeMOe
pacmpocTpaHeHHEe pHpOpMAIEH OT HOCHTEILT 3amuIaeMoil MHGoOpMaruy 1epes duzpdecKyio cpefy [0
TeXHUIECKOTO CPEACTBA, OCYIECTBILTIOMET0 MepexsaT uHGOpMAaITHH.

IenocTHOCTE HHGpOpMANMH  — CIIOCOOHOCTE  CpencTBa BEIUMCIIATEBHON TEXHHUKH MM
uH(OPMAIOHHON CHCTEMEL oGecreunBaTh HEM3MEHHOCTh HHGOpMaIliK B yCTOBHSX CIlydaiHOro M (WIK)
TpeIHaAMEPEHHOTO HCKAXCHHUA (paspyIeHus).



3, TIOPSIZTOK OPTAHU3ALIN 1 ITPOBEJIEHMA PABOT I1O OBECIIEUEHNIO
BE30ITACHOCTH ITEPCOHAJIBHBIX JTAHHBIX

3.1. Tlon oprammsanueil obecmedenus: 6e30MACHOCTH [Ila mpu ux obpaGotke B WUCIIIH
roHEMaeTcst (POPMHUPOBAHUE W PeaTH3allis COBOKYMHOCTH COMNIACOBAHHDIX II0 HEH, 3aavaM, MeCTy
BpPEMEHH OpraHH3allMOHHBIX U TEXHUYCCKHUX MepOIpPHATH}, HANPABJICHHBIX HA MUHAMHU3AIIIIO yep6a oT
BO3MOKHOH peanusamuu yrpo3 GesomacHoctd IIJIH, peanmusyeMBIX B pamkax CO3[1aBaeMO CHCTEMBI
3aIUTHI IEPCOHATBHBIX JaHHBIX (Hajee — C3I1[#n).

3.2. C3II[Ia BximodaeT B ce0s OpraHu3alMOHHbIC 1 (1K) TeXHHYIECKHE MEPEI, ONIPEICTICHHBIC C
y4EeTOM aKTyaJIbHBIX Yrpo3 6e3omacHocTH I1JIH, ypOBHS 3aIlIHMINCHHOCTH [1/TH, KOTOpBIi HEOOXOAMMO
o6ecIeunTh, ¥ HHOOPMAIMOHHBIX TEXHOIOTHI, HCTIONB3YEMBIX B HHPOPMAIMOHHBIX CHCTEMAX.

33. BesomacmocTs 1[Iz mpu ux obpaborke B UCIITH obecrneunBaer KoMmauus Wid JIHIO,
ocymeCTBJmomee o6paboTky IIJ[H MO MOPYICHHUIO KoMmauuu Ha OCHOBAaHUHU 3aKII0YaeMOro C 3THUM
JIMIIOM JOroBopa (fanee — YIOTHOMOYEHHOS yuno). Jloropop Mexay Kommanued B YHOTHOMOICHHBIM
JIAIOM JOJDKEH HpelycMaTpHBaTh 00S3aHHOCTh YIIOIHOMOYCHHOIO Julia o6ecreunTs 6e3omacHocTh I11H
npu X 06paboTKe B uHGOPMAIMOHHOM CHCTEME.

3.4. BpiGop CpeNCTB 3alIMTE MHpOpMAlWH Ui C3IIJlz ocymecteusercs Kommanued B
COOTBETCTBUM ¢ HOPMATHUBHBIMY NPABOBBIMY aKTaMHU, IIPHHATHIMH denepanpHOH cityx00i 6e30IacHOCTH
Poccuiickoit ®@enepammu (manee — ®CBb Poccun) u denepanpHOM CIyxKO00M MO TEXHUICCKOMY H
SKCIIOPTHOMY KOHTpOJIO (manee — ®CTAK Poccum) Bo ucmonHenue QDenepanbHOrO 3aKoHA «O
HEPCOHATBHBIX JAHHBIX).

3.5. Crpykrypa, COCTaB X OCHOBHBIC dysxmur C3IIJIH ONpeAesioTes, UCXOAA M3 YPOBHA
samumensocTy [1JTH npu ux o6padotke B UCII/IE.

3.6. C3IIJIu co3maeTcs B TpH dTama.

Dran 1. IIpeampoexTHOE OOGCIEIOBAHHE UCIIlz u pa3paboTKa TEXHMYECKOTO 3a/laHHA Ha
coznanue C3I1/H.

Aran 2. Ipoextuposarme C3I[IH, 3aKymKa, yCTaHOBKa, HacTpo#ika HEOOXOOUMBIX CPENCTB
3aIIUTHl HEGOPMALH. ’

dtan 3. Beox UCIIIu ¢ C3II/IH B 9KCILTyaTaIHIO.

3.7. DOran 1. [IpoBeneHue mpeAIpOEKTHOTO o6ciie0BaHMs U pa3paboTKa TEXHUYECKOTO 3alaHH
Ha cozganue C3II/IH.

3.7.1. HasHaueHe OTBETCTBEHHOTO 32 OpraHK3aIliio 00paboTKH 1Tz KoMnanuei.

Bl Co3aHne KOMHCCHH 10 ONPEJENCHUIO YPOBHS 3allUINCHHOCTH [1/1a npu ux 0O6paboTKe
B UCII/Ix KoMnanumu.

3.7:3: Ompenenenue neneit 06paboTKH [1/Ta KoMnauuei.

3.74. Ormpenenenne nepedns UCIITH Kommanuu u coctaBa IIJIH, oOpabaTeiBacMBIX B
NCILn.

ol Ompe/eneHue nepedns 06pabaTBaeMBIX Kommanwueit I1]TH.

3.7.6 OrmpenieneHre CPOKOB 00PabOTKH ¥ XPaHCHHA T[1Jg, ucxoxs w3 TpeOOBaHHS, ITO M=

He MOJDKHBI XPAHUTHCS JOJIBINE, YEM 3TOTO TpebytoT memu o6paGoTKH 3THX TIJIH, IO IOCTHIXXECHHUIO
xoTopbixX I1JIH mozyiexar yHHITOXKCHHIO.

57T OmnpeneneHye MepevHs UCIONb3yeMbIX B VCII/Ia (upemnaraeMbix K HCIOIb30BAHUIO B
MCIIJT) 06ImechcTeMHBIX U MPUKIATHBIX TPOrPaMMHBIX CPEACTB.

3.7.8. Orpenenenne pexXUMOB 06pabOTKH [IJlu 3 UCIIlE B menoM H B OTACHBHBIX
KOMITOHEHTaX. : '

3,7.9. HasHadeHne OTBETCTBEHHOTO 3a obecreueHne 0e30IacHOCTH [11a 8 UCIIJn (nanee —

OTBeTCTBeHHBIﬁ) I pa3pa60TKn U OCYIIECTBJICHHA TEXHUYCCKUX MepOHpPl}ITI/Iﬁ [I0 OpraHu3aluu H



obecredenuto 6esonacuoctu [1/1a npu ux o6padorke B UCII/H.

3.7.10. HaszadeHue OTBETCTBEHHOIO 3a JKCIUIYaTAI[HIO CPEACTB KPUNTOIpadHIeCKOH 3aIlUTEI
nH(OpManHH, obecreunBaromero (GpyHKIMOHUPOBAHHE M O€30IaCHOCTh CPEICTB KPHUITOrpadmiecKoi
3amuTH HHGOPMAIKH, peIHasHaueHHBIX U1 obecniedenns GesonacHocTr I1/[H. YTBepXKACHHE ePETHS
JWL, JONYyIIEHHEIX K pa6oTe co CpeacTBamMu KpumTorpadudeckod 3ammrel  HH(bOpMAIuH,
npeHA3HAUEHHBIMA it obecmedenus Oesomacroctu IIJlm B MCIIJIH (momb3oBatenedl CpEsCTB
KpunTorpaguueckoi 3aIuTel HHPOPMAIIKH).

3.7.11. OmpezneneHue MepedHs IOMEIIEHHH, B KOTOphIX pasmemensl VICIT/IH u MaTepruansHbIe
HocuTenu [1/1H.

3.7.12. Ompenenenre koudurypanuu u Tomonormu MCII[IH B menoM M HX OTAEIBHBIX
KOMIIOHEHT, (PU3MIECKHX, HYHKIMOHAIBHBIX ¥ TEXHOJIOTHYECKUX CBsI3eH KaK BHYTPH STHX CHCTEM, TaK U
C IpyTHMH CHCTEMaMH Pa3INdHOIO YPOBHS M Ha3HAYCHHS.

3.7.13. OmpeneneHne TeXHWYECKHX CPEACTB H cHcTeM, Hcmonb3yembix B VICIIJIH, BRmOUasd
YCJIOBHS MX PacIIOJIOKEHH.

3.7.14. ®opmupoBanue TexHrgeckux nacnopros UCIIIH.

3.7.15. Pa3paboTka OpraHW3ALUOHHO-DACTIOPSIUTENBHEIX NOKYMEHTOB (Hanee — OPJl),
pernaMeHTHpYIOMHX Iporecc 06paboTku 1 3amuTsl I11H: :

— IMonwTHKa B OTHOIIEHMH 00pabOTKY IIEPCOHANBHBIX JaHHBIX;

— VHCTpyKumu (OTBETCTBEHHOro 3a opramsanuio o6pabotku IIJ[H, OTBETCTBEHHOIO 3a
o6ecneuenue 6ezonacHocTy [1J1n B UCIT/In, monp3oBarernst MCII/IH, OTBETCTBEHHOTO 32 3KCILTyaTaIMIO
cpezcTB KpunTorpahuueckoil 3amuThl HHGOpPMAIUK); '

_ Pasmen [OJDKHOCTHBIX HHCTpYKImi paborHukoB KoMmanmu B dacTH obecmedeHus
6esomacHocTd I1JIH mpu mX 06paGOTKe, BKIIOYAs YCTAHOBJIEHHE NEPCOHAIBHOM OTBETCTBEHHOCTH 32
HapyIneHus npasui oopaborku 11/1H.

3.7.16. Iomydenne (mpu HeobGxommmocTH) coriacus Ha obpaborky II[lu cyGvexrom I1]TH,
HOJNHCcaHHe 06s13aTebCTBa 0 cobmonenny kondunennuansrocty [1J1H paboTarkamu KoMmasuy.

3.7.17. YriBepxzuenue dopM yBemomieHui cyobextos IIJIH 1 GopM KypHAIOB, HEOOXOIUMBIX
B 1eisax obecneuenusa 6esonacHocTd [1/1H.

3.7.18. Omnpenenenne ypoBHs 3amuimieHHocTH IIJJH mpu mx o6paborke B NCIIIz B
COOTBETCTBHM ¢ TpeGOBaHHAMH IOCTaHOBIeHWs IIpaBurenmsctBa Poccuiickodt — @ezepanuu
oT 1 Hos6pa 2012 1. Ne 1119 «OG6 yTBep:xIeHNE TpeOOBaHUH K 3allUTe MEPCOHATBHBIX MAHHBIX IPH HX
06paGoTKke B HHQOPMAIMOHHBIX CHCTEMaX HepPCOHANBHBIX NAHHBIX» (IOATOTOBKA M YTBEPIKICHAE aKTa
ompezenenys ypoHs samumensoct [1Jx npu ux obpadotke B UCTITH).

3.7.19. Ompenenenne Tuma yrpos GesomaceocTd IIJIH, aKTyanbHBIX Ui HH(QOpPMAMOHHOM
CHCTEMB], C YUETOM OLIEHKH BO3MOXHOTO BpENa B COOTBETCTBUH ¢ HOPMAaTHBHEIMU IPABOBBIMY aKTaMH,
IpUHATEIME BO ucmoiHeHHe PesepanpHOro 3akona «O MEpCOHANBHBIX JaHHBIX» OT 27 urons 2006 .
Ne 152. Onpenenerne yrpo3 GesonacHoctd [1J[H B KOHKPETHBIX YCIOBHAX (YHKIIMOHHPOBAHMUS NCIIIu
(paspabotka Mozeneit yrpo3 GesonacHoctu [1]TH mpu mx o6pabotke B UCIIH).

3720. ®opMHpOBaHME TEXHHYECKOro 3ajaHms Ha paspaborky C3II[lH mo pesymbTaTam
IPEANPOEKTHOTO 00CIeI0BaHKSA Ha OCHOBE HOPMAaTHBHO-METOANIECKUX NOKYMCHTOB ®CTIK Poccuu u
®CB Poccui ¢ y9eTOM yCTaHOBIEHHOTO ypoBHs 3ammuimenHocTH [1/[H npu ux oGpaboTke B NCTIx.

Texuuueckoe 3amanue Ha pa3pabdoTky C3II/IH TODKHO COmepKATh:

— obocuoBanue pazpabotku C3I1/IH;

— HMCXOIHBIE MaHHbIE co3naBaeMoi (Momepuusupyemoit) ICII/IH B TEXHHYESCKOM, IPOrPaMMHOM,
HH(OPMAIMOHHOM H OPTaHU3aIIMOHHOM aCleKTax;

— ypoBeHs 3amuiiensoctd I1JTH mpu ux o6pabotke B UCI1TH;



— CCBUIKY Ha HOPMATHBHBIC IOKYMEHTEI, C Y9ICTOM KOTOPBIX 6yner paspaGaremarbes C3II/H, 1
IPUHUMATHCS B 9KCILTyaTaIHIO NCIIOH; '

— KOHKPETH3AIIMIO MEPONPUSTHIT 1 tpeGosanuit k C3I11E;

_ COCTAB M CofiepKaHue paboT 1o STanaM paspaboTKH K BHEJPCHH C3I11H;

— mepedeHh IMpPEATONAraeMbIX K HCIONBE30BAHMIO cepTU(UIMPOBAHHBIX CPEICTB  3aAIIUTEI
rHGbOPMAIIUH.

3.8. Dran 2. Ilpoexrmposamme C3IIIH, 3aKymKa, YCTaHOBKa, HacTpoiika W OIBITHAA
SKCILTyaTamus HeoOXOMMMBIX CPEICTB 3aIUTEI uHOpManuH.

3.8.1. Cozmanue C3II[In aBigeTcs HeoGXOAMMBIM yCIIOBHEM O0eCICICHHUS 0e30mMacHOCTH
[IJlg, B TOM CIydae, eClM CYIIECTBYIOIIHE OpTaHM3aLOHHBIE U TEXHHIECKHC MEpEI obecreueHus
6e30MaCHOCTH HE COOTBETCTBYIOT TpeOOBaHHAM K ofecmeueHnio OeszomacHoctd IIJlH A
COOTBETCTBYIOLIETO YPOBHS 3alIHIICHHOCTH [l npu ux 0OpaGoTKEe B UCIIOn u (umm) He
HEATPaIM3YIOT BCEX YTpo3 6e30macHoCTH [1Ta nna nauso# UCIIIE.

3:8.2: Texumdeckue Mepbl 3amuTel [1J[H IpeamonararoT KCIIONB30BaHKE IPOrpaMMHO-
anmapaTHBIX CPEACTB 3allUTEL undopmarmu. IIpu obGpaboTke [IJla ¢ HCIONb30BAHHUEM CPENCIB
ABTOMATH3AIMH [PAMEHEHHe TEXHHYECKUX MEp 3alliThl ABJLICTCH 00s3aTebHEIM YCIOBHEM, a HX
KONMYECTBO M CTEIEHb 3alUTHl OIpPENeIieTCs B IPOMECCe IPeANpOeKTHOTO ~ 00CIeI0BaHNs
HHQOPMAIMOHHBIX ~ PECYPCOB KoMmmamuu. [IpuMeHeHHe TEXHHYECKHX Mep  JOIDKHO OBITH
peraamMeHTHPOBAHO JIOKaTbHBIM aKTOM Kommnanuu.

3.8.3. CpezcTBa 3aIuThl HHGOPMAIUH, IPIMCHACMBIC B VCII/IH, B yCTaHOBJICHHOM IIOPS/IKS
[IPOXOJIAT TPOLEAYPY OLEHKH COOTBETCTBHA, BIUIIOHAL cepTU(UKAIMIO HA COOTBETCTBHC TpeGOBaHUIM
o Ge30macHOCTH HHpOopMAIuy. ,

3.84. Ha craguy MpOSKTHPOBAHUS U CO3MAHUA C3IIa aus VCIITn KoMnaHud MPOBOAATCA
CTIEIYIOINIE MEPOIIPHUATHS:

— pa3paboTKa TEXHHYESCKOTO IPOCKTA C3I1ds;

— npuobOpererue (Ipu HEOOXOIMMOCTH), YCTAaHOBKa H HAaCTpOWKa CEpUIHO BBITYCKAGMBIX
TeXHAYECKUX CpelCTB 00paboTKH, Iepeavi ¥ XpaHCHIA uHGOpMaIKH;

— paspaboTka MEpOIpPHATHIA IO 3alluTe wH(GOPMAIME B COOTBETCTBHH C HpPEABABIACMBEIMH
TpeOOBaHHUIMH;

— IproOpeTeHne, yCTaHOBKA HAaCTpoOiKa CepTHQHUIMPOBAHHBIX TCXHIICCKIX, IpOrpaMMHBIX H
IIPOrPAMMHO-TE€XHHIECKHX CPENCTB 3aIUTEL mrbOpManyy, B ToM uucie (IpH He0OXOIMMOCTH) CPEIICTB
KpUITOrpahuIecKoN 3aUThL uHGOpMAaIH, '

— peanu3anus pa3peIIuTeNbHOM CHCTEMBI IOCTYIIA nons3osareneit UCIITH k o6pabaTrBacMO B
WCIIIx uaopMaIiy;

— IIOATOTOBKA SKCILLyaTAIMOHHOM JIOKYMEHTAIMM Ha HCIONB3YEMBIC CpPEeACTBa  3aIUTHI
nH(OpMaIiH; ' '

— KOpPEKTHPOBKa (JOTIONHEHHE) opraﬂnsaumHHo-pacnopxnmenbﬂoﬁ JOKYMEHTAIlMd B YacTH
3aIIUTH HHQOpPMAIIKH.

3.9. Mran 3. Beox UCIIIH ¢ C3I1/{# B IPOMBIIUICHHYIO HKCILTyaTallHIo.

89.1 Ha crammu eeoga B ICIITa (C3I1/1E) oCymeCTBIIOTCA:

— ONBITHAS HKCIUIyaTalus CPEe/ICTB 3aUTEI pH(OpMAIAH B KOMILIEKCE C APYTAMH TEXHUIECKAMH
W TIPOTPaMMHBIME CPE/ICTBaMH B HEJSIX MPOBEPKH HX paGOTOCIIOCOOHOCTH B COCTaBe UCIIOn (mpu
HEOOXOIMMOCTH);

— IPHEMO-CHATOYHBIE HCIBITAHMA CPEICTB 3allUTBI pHOpMaEE [0 pe3yabTaraMm OIBITHOHM
SKCIUTyaTanuy (IpH HE0OXOUMOCTH); ;

— KOHTPOJb BBIIOJHEHHS TPeOOBAHHUH (BO3MOKHO IIPOBEJIEHHE JAHHOr0 KOHTPOJL B BUIIE
aTTeCTAIMH 10 TpeOOBaHUIM Oe30ITaCHOCTH [11x).



3.9.2. KonTpoms 3a BemomHenmeMm HaCTOSIMX TpeGoBaHMI OpraHusyercs u MIPOBOJTUTCS
Kommnanwmeit (ymomromouenHEM JHUIOM) CaMOCTOSTENIFHO H (umm) ¢ mpuBIEYeHHWEM Ha JIOTOBOPHOM
'OCHOBE IODUAWYECKHX JHI H HMHIHBHAYaTbHBIX IPeANpHHAMATENICH, HMEIOIUX JHIEH3MIO Ha
OCYIIECTBICHUE ACATEIbHOCTH 110 TEXHMYECKOM 3aImuTe KOH(bUIEHIHATBHON HHbOpManuy. VKa3aHHEDL
KOHTPOJTb IPOBOAUTCS He pexe | pasa B 3 rona B cpoxy, onpenensemsle KoMmmanmeii (ynmomHOMOYEHHBIM
JIHIIOM).

4. IIPOBEOEHHUE PABOT I10 OBECIIEYEHHIO BE3OITACHOCTHU IIEPCOHAJIbHBIX TAHHBIX

4.1. IlpoBeneHue BHYTpeHHHX TIPOBEpOK pexuma 00paGoTke ¥ 3ammThl 11 B KoMmamuu
IIPeyCMaTPUBAET: : A

— ONPENCIICHAE JIHL, OTBETCTBEHHBIX 33 OCYILNECTBIICHHE BHYTPEHHEI'0 KOHTPOJS COOTBETCTBHS
obpabotku IIla B Kommanuu TPeOOBaHUAM, YCTAHOBIEHHBIM DenepalbHEIM  3aKOHOM
«O mepcoHATBHBIX JAHHBIX) U IPUHATEIME B COOTBETCTRHIL C HUM HOPMATHBHBIMH IIPaBOBEIMH aKTaMHu,

~ YIBEPAICHAE NPABHIL OCYIIECTBIICHNS BHYTPEHHET0 KOHTPOMS COOTBETCTBHS o6pabotku I1/ln
TPeOOBAaHHUSM, YCTAHOBIEHHBIM DenepanbHEM 3aK0HOM «O TIEPCOHATBHBIX JAHHBIX» M IPUHATEIMH B
COOTBETCTBHH C HUIM HOPMATHBHBIMH [IPABOBEIMH aKTAMH,

(T YIBCPXKJCHMC HA IUIAHMPYeMbIH mepHon (TOf) IIPHKA3oM I'enepambHoro  mupexTtopa
00O «JIOIT MUBC» miana TIPOBE/ICHHUA BHYTPEHHHX IIPOBEPOK PEXUMa 06PaGOTKH M 3aUTEI [T B
Komnanuu. '

4.2. Tlpu HEOOGXOOMMOCTH K TIPOBEICHHUIO paboT MO 00ECHEUEHHIO 6Ee30MaCHOCTH IT/Te moryt
IIPUBJICKATBCS  CHIELHAATM3HPOBAHHBIE OpraHmsanuy, umeomue munensuio O®CTAK Poccmu Ha
OCYIIECTBJICHUE NEATENbHOCTH 0 TEXHUYECKO 3aImuTe KOH(bHUIEHIMATBHON HHpOpMAIHH.

43. B coorserctBum ¢ IlocTaHOBIEHHEM IlpaBurensctBa  Poccmiickoi ®enepanun
oT 16 ampens 2012r. Ne 313 «O6 YIBEpXKIeHNH IIONIONEHHS O JMUEHINPOBAHWA NESTENBHOCTH IO
pa3paboTke, MPOM3BOACTBY, PaclpoCTpaHeHHIO IHU(POBATHHBIX (KpunTorpaduyeckux) cpexcts,
HH)OPMALHOHHEIX CHCTEM H TCICKOMMYHUKAMOHHBIX CHCTEM, 3allUIEHHBIX C MCIIONb30BAHKEM
MHADPOBATBLHEIX (KpunTOrpadHUecKnuX) CpEenCTB, BHIIOIHEHUIO paboT, oKasaHHIO ycayr B o6aacTH
muQpoBanus HHbOPMALHH, TEXHHICCKOMY OOCIyXXHBAHHIO UIH(POBATBHEIX (xpunrorpadudeckmx)
CPEACTB, HMHQOPMAMOHHBEIX CHCTEM W TEICKOMMYHHMKAIllHOHHBIX ~ CHCTEM, 3allWINEHHBIX C
HCIIONIb30BaHUEM IMH()POBATBHBIX (xpunTorpadudeckux) cpencts (32 HCKIIOYeHHeM ciydas, ecim
TEXHUIECKOE O00CIyXKHBAHHE IMH(POBAIHLHEIX (kpunTorpaduyeckux) cpencts, HH()OPMAIIMOHHBIX
CHCTEM U TENCKOMMYHMKALMOHHBIX CHCTEM, 3aNIMIICHHBIX C HCIIOIB30BAHMEM UG POBATLHEIX
(xpunTorpaduaeckux) cpencts, OCYMIECTBIIACTCA M1 0OecreYeHns cOOCTBEHHBIX HYX] FOPHIAYECKOTO
TN WM HHAUBUAYATEHOTO NPENPHHAMATEN)Y, IPH HEOOXOIHMOCTH HCIIOJIb30BAHUS TIPH CO3MaHHUH
C3I10H cpencts KpHIITOrpahuueckoi 3armmTs MHOOPMAIMH K IPOBELCHHUIO paboT 1o obecreuenuio
6esonacroctu ITJTn Kommanuu neo6xommmo TIPUBIICKATD CTICIMATH3HPOBAHHEIE OPraHU3aANMH, HMEIOIIHe
mnensun - @CB Poccun  Ha  ocymecTsierme pabor mo pacmpocTpaHeHuIO I GPOBATIBEHEIX
(xpunrorpaduueckux) cpects, IIpEIHASHAYCHHBIX M 3allUTH WHOOPMALHH, He coaepKarei
CBE/ICHUA, COCTABILIIOMIIE TOCYNaPCTBEHHYIO TalfHy, HA OCYINECTBIICHHE TEXHUYIECKOTO OOCITy)KHBaHUS
A (PPOBATBLHBIX (kpunrorpaduueckux) cpencts, Ha OCYIICCTBICHHE pabOT MO OKAa3aHMIO YCIYr B
obmacty mmudpoBaHus HHpOpPMANEH, He COICPXKAIUX CBENCHUH, COCTABISIONMX IOCYIAPCTBEHHYIO
TalHy.

5. PEHIIEHME BOIIPOCOB OBECITEYEHU S BE3OITACHOCTH ITEPCOHAJIbHBIX HAHHBIX B
HAHAMUKE U3MEHEHU S OBCTAHOBKH Y KOHTPOJISI 3O®EKTUBHOCTU 3AINTHI

5.1. MonepHu3amus C3a nmma  yHKNHOEMpYrOMHX UCIIJe Kommammm nomxHa
OCYIIECTBIIATECS B CIIydae:



— u3MeHeHus cocraBa wik cTpyKTypsl UCIIJIH nin Texanueckux ocoGeHHOCTEH ee MOCTpOeHHs
(M3MEHEHHs cOCTaBa WM CTPYKTYpHI IIPOTPaMMHOTO OGECIeUeHHs, TEXHAIECKAX CPEICTB 0OpaGoTKH
1118, Tomonorun UCIIIH);

— U3MEHEeHu:A cocTaBa yrpo3 6ezonacHoctd [1/1x B UCITH;

— U3MEHEHHUS ypoBHA 3amuinessocty [1/1a mpu ux o6pabortke B ICIT]IH;

— [IPOYMX CIIydasX, 0 pemeHuo KoMmauum.

5.2. B memsx ompeneneHus HeobxomuMocTH Hopabotku (Momepuumsammm) C3IIJ[H He pexe
OITHOTO pa3a B TOJ| OTBETCTBEHHBIM 33 OpraHusanuio o6pabotku [1J[H J0mKHA TPOBOJUTECS IPOBEPKA
cocraBa u cTpykTypsl MCII/IH, cocTaBa yrpo3 6e3onacHoctu I1/{a B UCIIQH u ypoBHS 3aIIUINEHHOCTH
IIMTa mpu wux obpabotke B HCII[H, coOGMIONEHHWS YCIOBHM WCIONB30BAHMS CPENCTB 3alIUTHL
MHGOPMALMH, MPELyCMOTPEHHBIX OKCIUTYaTAllMOHHOM M TEeXHHYeCKOM NOKyMeHTalue#t. Pesyisrarsl
IPOBEPKH 0(OPMIIIOTCS aKTOM IIPOBEPKH U YTBEPXKIAIOTCS pyKoBoauTeaeM KoMmanuy.

5.3. Amnanu3 uHIMAeHTOB Oe3omacHocTH IIJIH M COCTaBieHHME 3aKIIOYEHHN B 0043aTEIbHOM
HIOPSIKE JOJDKHEI IIPOBOAUTECS B CIIydae BBIIBICHUS CIEAYIOMHX (aKkToB:

— HecobmroieHNe yCIoBUi XpaneHus Hocurenei I111xH;

— HCIOJIB30BAHUE CPEICTB 3alUTHl MHQOpPMAIMH, KOTOpPEIE MOTYT INPHUBECTH K HAPYIICHHIO
3a/IJaHHOTO YPOBHA 0€30IacHOCTH (KOH(HASHIMATBHOCTS/ IEIOCTHOCTE/H0CTymHOCTE) ITJIH mitu apyrum
HapyIIEeHUAM, IIPABOISINUM K CHIXKSHUIO YPOBHS 3armuirnenaoctd [1/1H;

— HapylleHWe  3aJaHHoro ypoBHS  OesomacHoctn I[IJlH  (KOHQHIOCHIHATEHOCTE/
I[eJI0CTHOCTE/ TOCTYIIHOCTB).



